UBND TINH BINH DINH  CONG HOA XA HQI CHU NGHIA VIET NAM
SO YTE Poc lap - Tw do - Hanh phuc

Sb: 2571/SYT-VP Binh Pinh, ngay 08thdang T niam 2024
V/v trién khai tuyén truyén,
phd bién, gido duc phap luat vé
an toan thong tin, an ninh
mang va phong, chong toi
pham trén khong gian mang

Kinh gtri: Cac don vi truc thude SO Y té

Theo Cong van sb 1761/KH-TBCD- CAT ngay 16/5/2024 ctia Tiéu ban Chi
dao An toan, an ninh mang vé viéc tuyén truyen pho bién, gido duc phap luat vé
an toan thong tin, an ninh mang va phong, chdng toi pham trén khong gian mang;

Thoi gian vira qua, tinh hinh t9i pham mang, toi pham céng nghé cao tiép
tuc dién bién phuc tap, voi phuong thuce, thu doan ngay cang tinh vi, gia tang
nhanh vé sO vu véi tinh chat, mirc dd ngay cang nghiém trong, gy buc xic trong
quan chung nhan dan. Cong tac tuyén truyén, pho bién kién thtrc phap luat vé an
toan, an ninh mang, canh bao vé toi pham mang, t0i pham sir dung cong nghé cao
da duoc tién hanh thuong xuyén, song hi€u qua chua cao, chua huy dong duoc
strc manh cua ca hé thong chinh tri, cac nganh, cac cap, to chtrc, doanh nghiép,
chua tao su chuyén bién rd nét trong nhan thirc, ¥ thire canh giac ctia Nhan dan.

Nhim tiép tuc nang cao nhan thirc cho cong chue, vién chirc, nguoi lao
dong va tang cuong hiéu qua cong tac phong, chéng toi pham trén khong gian
mang, SO'Y té dé nghi Thu trudng cac don vi truc thude Sé trién khai thuc hién
mot sO ndi dung nhu sau:

1. T6 chtic quan triét, tuyén truyén, phd bién va truyén tai day du cac noi
dung tuyén truyén cac vin ban quy dinh cua phap luit vé cong tac dam bao an
thong thong tin, an ninh mang, bao vé dit liéu ca nhan, phong chong to1 pham str
dung cong nghé cao dé lira dao chiém doat tai san trén khong gian mang dén cong
chire, vién chue, nguoi lao dong, nguoi bénh, nguoi nha nguoi bénh nham nang
cao nhan thirc, kién thirc vé an toan, an ninh mang, phuong thirc thi doan va cac
k¥ nang nhan biét, phong ngira hoat dong tdi pham trén khong gian mang; huy
dong dugc doi ngti cong chirc, vién chic, nguodi lao dong, ngudi bénh, nguoi nha
ngudi bénh tich cuc tham gia phong, chdng t6i pham trén khong gian mang.

2. Noi dung tuyén truyén

- Céc quy dinh cua phap ludt vé cong tac dam bao An toan thong tin, an
ninh mang, bao vé bi mat nha nudce trén khong gian mang, bao vé dir li€u ca nhan,
phong, chdng toi pham st dung cong nghé cao dé lira dao chiém doat tia san trén
khong gian mang, nhu: Luat Hinh sy, Luat An toan toan thong tin mang, Luat An
ninh mang, cac Nghi dinh: Nghi dinh s6 53/2022/ND-CP ngay 15/8/2022 cua



Chinh phu quy dinh chi tiét mot s diéu cua Luat An ninh mang, Nghi dinh )
13/2023/ND-CP ngay 17/4/2023 cia Chinh phu vé bao vé dit liéu ca nhan, Chi thi
s6 02/CT-TTg ngay 04/7/2018, Chi thi sb 14/CT-TTg ngay 25/5/2018 cta Thu
tuéng Chinh pha vé cong tic bao vé bi mat nha nude trén khong gian mang va
nang cao nang luc phong chéng, chdng phan mém doc hai, ...

- Nhirng phuong thirc, thi doan, dic diém nhan biét va cach phong tranh
ddi voi loai toi pham Itra dao chiém doat tai san trén khong gian mang. Trong do,
tap trung truyén truyén vé&: Thu doan goi dién gia danh can bd Nha nudc dé lia
dao chiém doat tai san; thi doan loi dung 1ong tham cta cac ca nhan thong bao
trang thudng lon dé chiém doat thong tin c4 nhan, tai khoan ngan hang, yéu cau
chuyen tién; thu doan chiém quyén su dung tai khoan (mang xa hoi Facebook,
Zalo, ...); 1ap tai khoan mao danh nguoi khac, tuyén cong tac vién 1am viéc online;
thu doan loi dung cong nghé Deepfake 1am gia cudc goi video ... dé thuc hién
hanh vi lra dao chiém doat tai san. Trong do, trong tam tuyén truyén theo khau
hiéu “4 khong, 2 phai”, cu thé:

+ 4 khong la: (1) Khéong s¢ khong hoang s¢ khi nhan dugc dién thoai, tin
nhan, cac thong tin ma nguoi la mat giri dén co ndi dung xau lién quan dén ca
nhan va nguoi than; (2) Khong tham: khi c¢6 nguoi la goi dién hodc gui tin nhan
thong bao dugc trang thuong hodc nhan dugc khoan tién 16n khong rd ngudn goc
thi khong tin 101 cac doi twong; (3) Khong két ban véi nguwoi la: khi co nguoi la
mat trén mang xa hoi két ban 1am quen khong 10 1a ai, muc dich thi khong nén két
ban, bt chuyén, nhét 1a khéng cung cip céc thong tin c4 nhan dé d6i tuong co thé
loi dung; (4) Khong Iam khi cac ca nhan khong quen biét yéu cau cung cap thong
tin ¢4 nhan hodc yéu cau chuyén tién hay 1am mét s6 viéc thi tuyét déi khéng duoc
lam theo.

+ 2 phai la: (1) Phdi thuwong xuyén cdinh gidc: chi dong bao mat cac thong
tin ca nhan, nhat 1 cac thong tin quan trong nhu: Thong tin thé cin cudc cong
dan; thong tin tai khodn ngan hang; thong tin tai khoan mang xa hox, ...; (2) Phdi
16 gidc ngay vdi co quan phdp ludt khi c6 nghi ngo: khi nhan duoc céc cudc goi,
tin nhan hodc cac ndi dung nghi ngd 1a hoat dong lira dao hodc khong co co s
khang dinh noi dung thi cac c4 nhan phai bao ngay cho co quan phép luat (co quan
Cong an, chinh quyén dia phuong, ...) dé duoc huéng dan xir 1y.

3. Hinh thirc tuyén truyén: T6 chirc hoi nghi tap huan, tuyén truyén tryc
tiép hodc 16ng ghép ndi dung tuyén truyén trong cac hoi nghi, 16p hoc, trong céc
budi hop, giao ban cua don vi, hop hoi déng nguoi nha nguoi bénh; tuyén truyén
qua loa phong thanh ndi bd ctia don vi; dang tai trén trang thong tin dién tur cta
don vi; dang tai trén cac trang mang xa hoi thong dung (Facebook, Zalo, ...) va
cac hinh thirc khac phu hop theo chirc nang, nhi¢m vy, tinh hinh thuc té ctia don
V1.

4. Trung tdm Kiém soat bénh tat dang tai, cap nhat toan van ndi dung tuyén
truyén trén chuyén muc pho bién giéo duc phép luat Trang thong tin dién tir So Y
té dé thuc hién hoat dong pho bién gido duc phép luat trén méi trudng mang theo
chirc nang, nhiém vu duoc giao.



5. Pinh ky trude ngay 05/12, cac don vi to chirc danh gia va bao céo két
qua trién khai thuc hién cong tac tuyén truyén vé S Y té dé theo ddi, tong hop va
bao c4o Tiéu ban Chi dao An toan, an ninh mang tinh Binh Dinh (qua co quan
thuong tryc 1a Phong An ninh Chinh tri ndi b, Cong an tinh) va Uy ban nhan dan
tinh theo quy dinh hoac khi cé yéu cau.

Dé nghi Thu truéng cac don vi truc thudc Sé trién khai thuc hién./ L=

ok~

Noi nhan:

- Nhu trén;

- Lanh dao So;

- Céc phong, VP, T.Tra So;

- Trang thong tin dién tir cua So;
- Luu: VT, VP.
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