UBND TINH BINH DINH  CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Poc 1ap - Tw do - Hanh phic
S6: 2712/SYT-VP Binh Pinh, ngay 16 thdng 07 ndm 2024

V/v khic phuc nhiing han ché,
ton tai vé dam bao an toan, an
ninh, bao mat thong tin

Kinh gtri: Cac don vi truc thudoc So'Y té

Thyc hién Cong vin s6 2661/BCD ngay 12/7/2024 ciia Ban Chi dao Céi cach
hanh chinh, Chuxén do6i s0 va Bé an 06 tinh Binh Pinh vé viéc khac phuc nhiing
han ch¢, ton tai vé dam bao an toan, an ninh, bao mat thong tin.

So Y té yéu cau cac don vi truc thudc So trién khai thuc hién mot sd noi
dung sau:

1. Chi dao, quan tri¢t cho cong churc, vién chire, nguoi lao dong thudc tham
quyén quan 1y thyc hién nghiém quy dinh tai Nghi dinh s6 13/2023/ND-CP cta
Chinh pht1 vé bao vé dir liéu ca nhan. Khi sir dung cac thong tin dit liéu c4 nhan
clia cong dan thong qua khai thac Co so dir liéu quoc gia vé dan cu va thong tin
ca nhan trén Hé thong thong tin giai quyét thu tuc hanh chinh cia tinh, cta nganh
y té phai dam bao ding muc dich va nhu cau str dung trong qua trinh tiép nhén,
xtr 1y va tra két qua ho so thu tuc hanh chinh.

2. Tang cudng céac giai phap dam bao an toan, an ninh thong tin dbi véi cac
thiét bi cong ngh¢ thong tin tai don vi nhu:

- Trang bi phan mém antivirus c6 ban quyén; thudng xuyén cip nhat cac ban
va 101 bao mat cua hé di€u hanh.

- Khong luu trit mat khau st dung & ché mic dinh tu dong dién trén céc trinh
duyét.

- DBinh ky thay d6i mat khau, kich hoat str dung tinh ning xac thuc qua OTP
trén H¢ thong thong tin gidi quyét thu tuc hanh chinh.

- Khong luu trit, trao doi thong tin dir liéu cong dan thong qua cac img dung
tin nhan OTT (Zalo, Viber, Facebook, Messenger...).

3. Quan tri¢t cho cong chure, vién chire tiép nhén va tra két qua ho so giai
quyét thii tuc hanh chinh thudc tham quyén ctia S¢' Y té thuc hién tot cac ndi dung
sau.

- Khén truong thay ddi mat khau du manh (bao gém chir sd, ky tu dac bi¢t,
chir thuong va chir hoa,...).

- Dinh ky thay d6i mat khau; khong luu mat khau ciia Hé thong thong tin giai
quyét thu tuc hanh chinh (k€ ca mat khau ctia cac website khac).

- Kich hoat str dung tinh nang xéac thuc qua OTP.



- Khéng luu trit, chia sé ndi dung cin cude cong dan, gidy to tiy than cua
cong dan, thong tin dir li€u c& nhan cua cong dan qua cac ing dung tin nhan OTT
(Zalo, Viber, Facebook Messenger ...).

- Khong str dung may tinh cong viéc cho muc dich ¢4 nhan.

4. Chi dao cong chirc, vién chirc phy trach cong ngh¢ thong tin tai don vi
khan truong ra soat cip nhat cac ban va bao mat hé diéu hanh may tinh, trang bi
phan mém antivirus c6 ban quyén, gd bo cac phan mém cho phép truy cip may
tinh tir xa (nhu phin mém TeamViewer, UltraViewer ...), thuc hién chia tach ving
mang ndi bo ctia don vi vo1 ving mang danh cho cong dan, c6 gidi phap tu dong
x0a, huy dir li¢u Iuu trir, thong tin tai khoan ddi voi cac thiét bi may tinh phuc vu
cong dan sir dung sau mdi budi lam viéc.

Yéu cau Thu trudng cac don vi truc thuoc So thuc hién./ %////
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Lé Quang Hung
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